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Workshop #8 – Imaging and Introduction to Networking
No required submission

Introduction

Images

Drive/partition imaging is a useful method of backing up a system, overwriting a faulty system configuration, or mimicking a working installation to another system.  There are many drive imaging software products, from utilities that run on stand-alone computers, to packages that allow for complete images to be transmitted across a network, even over the Internet.  Manufacturers use this concept on their 
Images also allow for a useful, but not widespread, application: keeping multiple "test" configurations present on a single system--a concept used successfully in the CANLab.

Note: Multiple configurations saved via imaging software are best used whenever an upgrade, update, or a new install might lead to instability in the system.  Quickly restoring the last "good" configuration is preferable to spending hours fixing an unclear problem.
Imaging is such a useful method of securely storing the data of a partition (or entire drive), that personal computers manufacturers use the technology in the creation of restore CD's.  Most name brand systems are purchased with only restore CD's in the package (or just simply a restore partition), completely lacking the original operating system and application program discs.


Networks

Unless a computer exists as a standalone, "one person" machine, it becomes necessary to include the features that connect it to a group of other computers to share data and resources.  This association of computers is called a network.

For a single, microcomputer system, there are three (3) possibilities for a physical network,

· System-to-System — using a single null-modem-, parallel transfer-, or USB-cable for communication between two (2) computers (also called head-to-head with reference to 2-system gaming)
· Dial-Up Network (DUN) — using a telephone modem to reach another computer, or connect to an Internet Service Provider - ISP)

· Local Area Network (LAN) — a [semi-]permanent connection to another computer, or larger network of computers, through a network interface card (NIC), fast communication port (USB), or wireless connection

System-to-System has limited uses because it extends only to two (2) computers, but is easy to establish and useful for transferring data.  Yet this technique does not necessarily support the common networking protocols, and therefore falls into the area of "specialised communication."  Popular software using the "head-to-head" approach: LapLink, CarbonCopy and MS Direct Cable Connection (DCC).

When working with a Windows OS or MacOS, DUN is simple, with the OS doing most of the configuration work (in Linux, DUN requires a little more configuration, but is still simple).  LAN connections are more complex, with many software (protocols, settings) and hardware issues (NIC installation and IRQs).  Recently, new hardware and operating systems have made LAN setup easier than DUN.

LAN connections are also far more popular with the increased use of connecting to the Internet over high-speed DSL and Cable lines, in which the computer becomes a member of a very large "virtual" LAN.
To permit communication, a service model is required (compared to the physical model for the hardware connections, or the topological model for the communication between systems).  The service relationship of one computer system to others is either a,

· Peer-to-peer model — all computers can "see" and have access to each other, and each computer controls its own resources for security and sharing.  Used in small networks (classrooms, offices) which require only resource sharing, and security is not an issue…or at least not a very important one

· Client-server model — one system is designated as a "server" for a group of "clients."  The premise is that servers control all resources, such as controlled file access, communication routing, and protection outside & inside the network (gateways and firewalls).  This model is used in large networks (Intranets and the Internet), where central control is required of network data storage, co-ordination of traffic flow, and advanced security.

Client-server is beyond the scope of this course, and only peer-to-peer networks are examined.  (Networks and network models are discussed in much more detail in COMP263.) 

The topics in this workshop,

1. Creating (saving) an "image" of the Win98 partition, and restoring the image file at the end of the workshop.

2. Examination and configuration of a network interface card (NIC).

3. Examination of an existing network configuration of Windows 98.

4. Adjustment of network settings (protocols, IDs, etc.).

5. Examination of a simple peer-to-peer networking.

6. An examination of network connections through Linux (seen in the previous workshop).

7. [Game] Configuring the network settings to permit playing an IPX- or IP-aware multiplayer game.

Reference

Textbook, Chapter 18 – PCs on a Network (pages 812-875) and Chapter 19- PCs on the Internet (pages 881-921).
Also, while working through Windows for the activities, pay attention to the onscreen instructions and help; they offer a wealth of detail, but only if you are looking.

Concerns

· Other courses/classes use the lab's computers for networking.  Do not make any physical changes that leave the computers inoperative.

· For the various sections in the workshop, take a moment to identify where, and if, the topic is mentioned in your textbook

· Once finished the workshop make sure the systems work.  Leave the station in the same condition that it was found.

Procedure

After your team is assigned a station, proceed through the Observations and Task list.

Remember that your goal is to complete the tasks, and understand what you are accomplishing.

Documentation

Throughout the workshop, questions are asked.  These questions are provided as direction for study.  There is no formal documentation for this workshop, but you are encouraged to make notes for future reference.

Finishing

When you are finished, make sure that the computers are in their original condition and that they boot problem-free.

Observations and Tasks

Part 1: Getting Started 
1. In the last workshop, Windows was installed and a number of activities were carried out to see how the operating system loads devices, drivers, and allocates IRQs.

2. On the workstation computer, reconnect the experimental hard disk,
and remove all cards (except for video)—Remembering their correct slots.
Start the system, and ensure it boots into Windows 98 problem-free.

3. Power down the system and turn your attention to the server computer.

Part 2: Creating a Partition/Drive Image (with Norton Ghost)
4. Properly used, "drive/partition" imaging saves a lot of time and effort in restoring a bad system configuration with a good one, or safely backing up data for security reasons.

5. Boot the server computer with the Norton Ghost diskette.
6. From the menu, follow these instructions carefully,
· from the menu: Local->Partition->To Image
· identify: drive 1 (note: there is only one drive) 

· select the source partition for the image file: NTFS – 2kpro
· provide the image file name: d:\c253back.gho
· if the image file already exists, let it be overwritten
· proceed with the image dump; this will take about 7-10 minutes

7. This creates an image of the Windows 2000 Pro partition on the server.
Most imaging utilities recognise FAT-16/32, NTFS, and HPFS, and create images based on the files, not full partition sizes.  This allows for fast and efficient (high) compression results.

With UNIX/Linux file systems (i.e., ext2fs), imaging is slow because the partition is seen as one large binary file, not as single files.  For these file systems, imaging is slow with minimal compression.
8. While the image is created, obtain a new network interface card (NIC) to install into the workstation computer.
9. After the image is created, restart the server into Windows 2000 Pro.
Part 3: Installing a NIC

[See pages 842-847, "Installing a NIC Using Windows 2000/XP,"
and pages 847-851, "Installing a NIC Using Windows 9x"]
10. Install the new NIC into the workstation computer (selecting any available PCI slot).  Since it is a PCI card, there are no jumpers to set.
11. Boot the workstation into Windows.  As it starts, it probably detects the new card and wants to install the drivers, which are found on the diskette that came with the NIC.
You may be required to manually provide the location of the driver files.
12. For any assistance consult the textbook!!!...or your instructor.

13. Name the computer anything, but make the workgroup: CANLab,
Modify the TCP/IP configuration such that,
- IP address:   
192.168.100.xx  (xx is the computer number)
- Gateway:       
192.168.100.251  (this is Scylla's internal IP)
- DNS address:
192.146.156.163  (UCC's domain name server)

14. Restart the computer if necessary.

Part 4: Examination and Configuration of NIC and OS.

15. Examine the hardware resources of the NICs of each computer.
What is the IRQ and I/O address range of the cards?
16. Information about the NIC and the IP address settings can be found at the DOS level in both Win9x and Win2000/XP.
Open a DOS/Command Prompt window and type: ipconfig  /all  |   more
(type exit to exit the window)

Protocols
[See page 829, and Addressing on a Network, pages 830-835]

17. From Control Panel(Network Connections, examine the properties of the network connections, focusing on the protocols.

Of the possible protocols listed: IPX/SPX is for Novell Netware local area networks (LAN) before version 5; NetBIOS & NetBEUI for Microsoft networks; and TCP/IP for intranets and the Internet.

TCP/IP is the protocol used by computers connected the Internet, but it is such a robust protocol (strong, stable, yet simple) that it is increasingly being used as an Intranet protocol for peer-to-peer networks.  But unlike NetBEUI, each computer needs a special number, called an IP address.

18. Examine the TCP/IP properties and tabs: IP address, Bindings, & NetBIOS
The IP address uniquely identifies the computer over a TCP/IP network.  All computers in the CANLab belong to the network 192.168.100.xx, defined by the subnet mask: 255.255.255.0  (see page 834).

No two computers (actually, no two NICs) can share the same IP address on the same network.

19. Open "My Network Places" and determine which other computers are in the CANLab workgroup.  The reasons other systems are visible on the network is because, 

· they are using at least one common LAN protocol (on a LAN protocol piggybacked on TCP/IP); and
· each has a unique identifier or name: network address or name
20. The "common protocol" concept is essential, since each protocol has its own unique method of transmitting data packets between computers across a network   (this will also be discussed further in COMP263).

Part 5: Transmission Media

[See pages 813-815]

21. Examine the cable running from the computers NICs' to the station switch. 
22. From the station's switch, the cable runs into the lab's switch.  From there into the lab router (named Scylla) and the UCC network.
It is the job of the lab router to share the Internet connection with everyone.
23. Although the lab uses only one type of transmission media (standard UTP 10BaseT cable), many different types exist.

24. Using pages 813-814 as a reference, examine the sample cables provided by your instructor.

Part 6: Network Topology

[See pages 815-818]

25. The physical shape of a network layout is called the network topology.  Such as star, bus, ring (token ring), hierarchical (tiered), and hybrid (which is a mix of different topologies over one physical network).
For your notes, draw a quick, simple sketch of all the stations, including: the switches, the main lab switch, and lab's gateway/router/firewall, Scylla.

What topology best describes the network layout of the CANLab?
Part 7: Resource Sharing on a Peer-to-Peer Network

[See pages 855-865]

26. Ensure the workstation is booted to Win 98 and server in Win 2000 Pro.
Sharing Files
27. On the workstation, perform the following actions, (see page 859)
· from within Network Properties, make sure that "File and Print Sharing" is turned on, which enables network sharing.
· open Windows Explorer and look at the C: drive (the C: drive icon should not have a "share hand;" if it does, just continue).
· on the C: drive, create a new folder called: SharingStuff
right-click on the folder and select Sharing.

· share this folder (it doesn't matter at what protection level); once you press OK, a "share hand" will appear on the folder icon.

· open Notepad, create a text file, and store it in the folder
28. From the server, click My Network Places icon and verify that the workstation's shared folder is visible.  Try to open the file.  
Any problems opening the file?  If so, solve them.
29. Go back to the workstation and change the sharing properties of the folder (enable a specific protection, with and without password protection) and even disable the sharing of SharingStuff.
Under what circumstances can the folder be seen and accessed?
Peer-to-peer shared resources appear in the Network Neighbourhood list of the same workgroup.  Are other resources visible in the workgroup?
What kinds of peer-to-peer "resources" could be available?
30. Create a new folder on the server and place a new file into it.  This time enable sharing on the file rather than the folder. 
31. Change the sharing of the folder, between enabled and disabled.
Does the file share change in Network Neighbourhood?
32. Types of peer-to-peer (workgroup) shares,

· Open shares—can be read or written to with no password protection, letting other computers on the network use services (printers, disk space) or modify content (folders, files).

· Protected shares—requires a password for read-access, and maybe another for read/write (full) access; gives only authorised users access to shares.

· The benefits of peer-to-peer networking:
(1) simplicity of configuration; and (2) low, or no, security.
If security is not a concern, peer-to-peer networking is perfect.

Network Drive Letter Mapping
33. Windows is a very "drive"-oriented OS (unlike most others), and so offers a way to link to folder share on another system: drive letter mapping
34. Ensuring that the folder SharingStuff is still shared on the workstation.
35. On the server, map the shared folder to an open drive letter (page 861).

Part 8: "Pinging" Through TCP/IP

36. The TCP/IP protocol was designed for "client-server" use over "wide area networks" (WANs). Unlike the very talkative NetBIOS and IPX/SPX LAN protocols, TCP/IP broadcasts only when necessary.

37. To determine if another system is reachable over a network using TCP/IP, networking systems have a special utility: PING.
In order to ping a specific system, its IP address must be known.
38. On both computers, open a Command Prompt Window, and have the computer "ping" itself,
type: ping 127.0.0.1 –n 10  pings the computer's NIC internally
type: ping 192.168.100.xx  –n  10  (where xx is the computer's number), which pings the same computer but externally through the network

For the options available to the command, type: ping /?
39. Ping other computers in the lab, and determine which ones have the shortest and longest times.  
Ping Scylla (192.168.100.251) and Guru (192.168.100.100).
During one ping, a small 32 or 64 K data packet is sent to the other computer.  The "time" is how long it takes for the packet to arrive.
During the ping, look at LEDs on the station switch.  The LED should flicker on each "ping" packet.
Part 9: Pinging with Linux

[Reference the UNIX/Linux Tutorial Guide from a previous workshop.]
40. Unlike Microsoft Windows and its workgroup, peer-to-peer heritage, Linux was born from UNIX networking—large scale client-server.
Yet, additions to Linux allow for connection to IPX, and to NetBIOS via SAMBA utilities.  The main protocol for UNIX/Linux remains TCP/IP.

41. Shutdown and restart the server with a KNOPPX CD.  
Set the network properties as required, using the Network Configuration tools, and open a terminal window.

42. Apply the same commands as just used before with Windows,
ifconfig – to examine the NIC settings
ping – 192.168.100.xx  and  127.0.0.1
(press <CTRL-C> to stop the ping command)
43. Logoff KNOPPIX and restart the server to Windows 2000 Pro.
Part 10: Running the IPX game
44. If there is time left, install an older network-aware, multi-player.

45. Before the game will work, ensure that both computers have the IPX/SPX protocol installed (if not, what are you waiting for? Install it!!!)
46. [Ask your instructor for the location of the game on the network.]
Install and run the game.  Ask for instructor for setup instructions.

47. The game may also allow for communication over TCP/IP, but the goal is to use IPX/SPX.
Modern multi-player games use strictly TCP/IP rather than IPX.  Why?
Part 11: Finishing up 

48. In the server, swap the new NIC with the original.

49. Restart the server using the Norton Ghost diskette to restore the image created at the beginning of the workshop.  Make sure you are restoring the correct image file to the correct destination partition!
· from the menu: Local->Partition->From Image
· provide the correct image file: d:\c253back.gho
· select the source partition within the image file
· identify: drive 1
· select the destination partition to be written: NTFS – 2kpro
   (same as source partition within image file)

· proceed with the image restore
By restoring the image, any files, folders, and changes to the operating system will be erased, with the partition overwritten with the image data.
50. While the image is being restored on the server, focus on the workstation.
Remove the new NIC, replace the original cards, and reconnect the original hard disk.  Remove and return the experimental hard disk.
51. Celebrate—you have successfully completed another workshop.

Now go study VB and COBOL…you know you need to!


Review Questions:
1. Partition imaging utilities (ex: Ghost) are similar to archiving tools (ex: WinZip).  List two (2) differences between imaging and archiving.
2. What is the difference between an internet and the Internet?   What is the difference between the Internet and the World Wide Web (www)?
3. In describing Ethernet cabling, UTP and STP refer to "twisted-pair" wires.  What is the purpose of the "twist" in twisted-pair?  (research required)
4. What is difference between a "service" and a "protocol?"  From the workshop, list two (2) services and two (2) protocols.

5. What are the differences between a hub, a switch, and a router?
6. Co-axial (10Base2) cabling connects differently than TP-RJ45 cabling; how so?  Consider the cable, the connections, and the overall network—hint: co-axial does not necessarily need a hub. 
7. What is the maximum length of a cable on a 100BaseT network?  What does the 100 in the name "100BaseT" indicate?

8. What is the difference between a MAC address and an IP address?  (page 830)
9. In TCP/IP, what role does the subnet mask play with relation to the IP address?  (page 833-835)
10. How many host (computer) addresses are available in the network group 192.168.100.xx, with the subnet mask 255.255.255.0? 
In other words, how many values are possible for xx?  253, 254, or 255?  (page 834)
11. What is special about the 192.168.xx.xx IP addresses?   (hint: are there any computers accessible on the Internet with a 192.168.xx.xx address?)
12. Take a moment and consider the network game: during play, what kind of data was being sent between the computers (graphic data, instruction data, or co-ordinate data)?  Explain.

13. Further, was the game played peer-to-peer or client-server; or both?  (hint: if during  play the "game server" was shut down, play would continue!!)

The Internet is really just a very, very, very, very, very big network that spans the entire Earth.  Now that's big!
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